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Why do we need to monitor and update ML 
algorithms?



ML algorithms can deteriorate in 
performance



Evolving ML algorithms can deteriorate in 
performance



Evolving ML algorithms can also improve in 
performance



There is a need for model monitoring and 
updating…



There is a need for model monitoring and 
updating…

… But what methods and/or frameworks 
should we use in practice?



Do we need something entirely new?

Model monitoring

Model updating

Quality assurance (QA)

Quality improvement (QI)



Quality assurance (QA) & Quality improvement 
(QI)



Quality assurance (QA) & Quality improvement 
(QI)



Quality assurance (QA) & Quality improvement 
(QI)

Online hypothesis testing

1

Se
n

si
ti

vi
ty

Specificity

2

4

3

Bio-creep!

Feng et. al. 2020

Cause-and-effect plots



Cool,  there  are  tools  for  ML  QA/QI!

So is model monitoring and updating easy?

some

No!



Open challenges

• How do we adjust our monitoring strategies when the ML algorithm 
impacts its environment?

• Not all monitoring procedures are created equal

• Is there a way to continuously update models while guaranteeing 
model safety and effectiveness?

• If performance deterioration is observed, can we identify the cause?

• How does one monitor/update algorithms when the true labels are 
unobserved or observed only after a substantial delay?

• How do we monitor generative AI algorithms?

• …



Challenge 1: When ML algorithms impact their 
environment

Lenert et al 2019



Challenge 1: When ML algorithms impact their 
environment

Patient

ML 
Algorithm

Clinician

• Causal inference methods 
help us answer the crucial 
question “what is the 
performance of the ML 
algorithm if it did not 
modify clinician behavior?”

• Algorithms for model 
monitoring and updating 
need to integrate causal 
reasoning



Challenge 2: Not 
all monitoring 
algorithms are 
created equal
• There are a multitude of ways to 

monitor the same algorithm, 
including:
• Which performance metrics 

are monitored
• What data is collected
• What assumptions are 

needed
• Procedures can vary widely in 

their operating characteristics



Challenge 2: Not 
all monitoring 
algorithms are 
created equal
• The existence of a monitoring 

strategy does not automatically 
imply that an ML system is safe and 
effective.

• Encourage proper design of 
monitoring solutions through: 
• Guidance on comprehensive 

evaluation of ML monitoring 
strategies

• Transparency

Roadmap towards comprehensive evaluation of 
ML monitoring systems
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